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Extensible Interface Platform

EIP Enablement Instructions

EIP Enablement Instructions 1.2

This document provides the device enablement instructions for the
Extensible Interface Platform (EIP).
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1 Introduction

1.1 Document Purpose

This document provides the Xerox Device Enablement Instructions for the Extensible Interface
Platform (EIP).

1.2 Overview

The Extensible Interface Platform (EIP) is a set of extensibility interfaces that are supported on
certain Xerox Office device platforms. This document gives detailed instructions on how to
enable this feature on the compatible Xerox Office devices.

1.3 Acronyms

SSL Secure Sockets Layer
DLM Dynamically Loaded Module

1.4 Related Documents

References:

Title EIP User’s and Programmer’s Guide

Document Within this EIP SDK distribution

location

Description Provides user’s perspective and provides programming guidelines for
partners developing applications using the EIP APIs
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2 Instructions

2.1 Instructions for enabling EIP on WorkCentre 7655 Family

Internet Services

Load “installCustomServices.dlm” if not already installed. Check configuration report

under Installed Options for “Custom Services”, if p
DLM is located in the Presentation Services SDK. It

resent, dlm has been installed. The
also is available for download from

www.support.xerox.com under WorkCentre 7655/7665/7675 “Drivers and Downloads”.
a. Navigate to Properties on the Device Web UL

Expand General Setup in the tree menu
Expand Machine Software on the tree menu
Select “Manual upgrade”.

o a0

Software”.

XEROX WorkCentre 7655

rrrep— TP —

Properties [CHTT S

Properties

Auto Upgrade
Manual Upgrade

Cenfiguration Overview
Description
rGeneral Setup
Configuration

Machine Software

Use the browse button to find the “installCustomServices.dlm and click “Install

fy admin - Logout | Home | Index | Site Map | Help...

Cloning Last Successful Upgrade

Image Settings
Internationalization

Version: 0.40.33.50370

Job Management Auto Upgrade

Sleep Mode Settings

Extensible Service Setup

SMart eSolutions Setup
FAlert Notification
»Machine Software

Schedule Upgrade:
Refresh Start Time
File Server [P Address:

Disabled
Daily - 12:00 AM
0.0.0.0.0

Upgrades

Manual Upgrade

F Connectivity
}Services
FAccounting
FSecurity

{ Install Software

|| Browse... |

Xerox Corporation Confidential

Mote: Software Installation will begin several minutes after the software file has been submitted
to the machine. Once Installation has begun all Internet Services from this machine will be lost,
including this Web User Interface. The installation progress can be monitored from the Local UL

Restore Default Values
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2. Enable SSL (not required for all EIP services but still recommended).

a. Navigate to Properties on device WebUI.

b. Expand General Setup in tree menu.

c. Select “Extensible Service Setup”
d. Select Settings for HTTP (SSL)
1. Create or upload digital certificate by selecting “Configure Digital
Certificate” link.
2. Click radio button to enable SSL transport. Port can be changed as desired
but all sample code in SDK uses port 443 for SSL.

£4 =dmin - Logout | Home | Index | Site Map | Help...

Internet Services

Properties

Configuration Overview
Description
vGeneral Setup
Configuration
Cloning
Image Settings
Internationalization
Job Management
Sleep Mode Settings
Extensible Service Setup
SMart eSolutions Setup
rAlert Notification
FMachine Software
F Connectivity
FServices
F Accounting
FSecurity

XEROX WorkCentre 7655

Extensible Service Satup

HTTP

'“iil Web Services

Configuration

Connection: Physical Ethernet
;: ; Connection:

et Diahied Maximum 32
'@ Enabled Connections:

lem |

'80—1 Port Number Keep Alive Timeout:
Secure HTTP (SSL): ?10 | seconds (1-60)
O Disabled

=
| Port Number
[ Defauitail | [Close | [undo | | save |

Note

Configure Machine Digital Certificate

Web UI Page Display

Print Submit via the Web UI
Web Services

Secure HTTP enablement requires a Machine Digital Certificate.
HTTF traffic will be routed to the secure port when using HTTP with S5L.

These settings will be used for the following features:

Configuration via Web UI Page including Audit Log, IPSec, SNMP

Network Accounting Database Access
Printing via Internet Printing Protocol

XEROX

Copyright @ 1397-2007 XEROX CORPORATION. All rights reserved.
XEROX @ is a registered trademark of Xerox Corporation.

Xerox Corporation Confidential Page 5 of 19 Last updated on April 15, 2008



59
60
61
62
63
64
65
66

67

— )
‘IERD){@ EIP Enablement Instructions

Third Party
Confidential

3. Enable Web services required, at minimum enable the Extensible Service Registration web
service.
a. Navigate to Properties on Device web Ul
b. Expand General Setup
c. Select “Extensible Service Setup”.
Note: If this is still selected from step 2 above, the page may need to be refreshed in
order to get back to the settings page.

fy admin - Logout | Home | Index | Site Map | Help...

Internet Services XEROX WorkCentre 7655
| Status Juhs";" Print | Scan Support |
Properties Extensible Service Setup
Configuration Overview
Deszcription Setup (Required)
rGeneral Setup
Configuration HTTP (55L) @ Configured
Cloning
i Setti
I:l:?:atisn;rllig;tiun Extensible Service Registration @ Cenfigured
Job Management = :
Sleep Mode Settings Enable Extensible Services

Extensible Service Setup
SMart eSolutions Setup [[] verify server certificates
FAlert Notification
FMachine Software || Export password to Extensible Services
F Connectivity
FServices
* Accounting P ——
FSecurity [Undo | | Apply

XEROX

Copyright & 1937-2007 XEROX CORPORATION. All rights reserved.
¥EROX @ is a registered trademark of Xerox Corporation.
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d. Select Settings for “Extensible Service Registration”.

1. Enable at minimum the Extensible Service Registration.

2. To enable the equivalent of “Custom Services” on the WorkCentre Pro

240/255 Family, enable the following:
o Extensible Service Registration

Scan Template Management
Session Data
Scan Extension
Device Configuration

O
O
O
O

fg =dmin - Logout | Home | Index | Site Map | Help...

Internet Services XEROX WorkCentre 7655

i Status | Jobs ' Print | Scan Support |

Extensible Service Setup

Properties

Configuration Overview

Description HTTP

rGeneral Setup
Configuration HTTP RUEB e
Cloning
Image Settings | Enable All | | Disable Al |
Internationalization

Job Management

Sleep Mode Settings Enable I Mame I Status
Extensible Service Setup per
SMart eSolutions Setup [w] Extensible Service Registration @ Enabled
rAlert Notification
*Machine Software [+ Scan Template Management @ Enabled
F Connectivity
'Services —
| Xerox Secure Access Enabled
FAccounting ¥ &
FSecuriby = ;
¥ Session Data @ Enabled
[ Scan Extension @ Enabled
™) Device Configuration v Enabled
¥ Authentication & Authorization Configuration 4# Enabled

[close | [undo ] | save |

XEROX

Copyright 8 1997-2007 XEROX CORPORATION. All rights reserved.
XEROX & is 2 registered trademark of Xerox Corporation.
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2.2 Instructions for enabling EIP on WorkCentre 5632 Family

1. Load “installCustomServices.dlm” if not already installed. Check configuration report
under Installed Options for “Custom Services”, if present, dlm has been installed. The
DLM is located in the Presentation Services SDK. It also is available for download from
www.support.xerox.com under WorkCentre 5632/5638 “Drivers and Downloads”.

a. Navigate to Properties on the Device Web UL
Expand General Setup in the tree menu

o a0

Software”.

Internet Services

Properties

Configuration Overview
Description
vGeneral Setup
Configuration
Image Settings
Job Management
Internationalization
Sleep Mode Settings
Cloning
FAlert Notification
SMart eSolutions
~Machine Software
Upgrades
Auto Upgrade
F Connectivity
FServices
¥ Accounting
FSecurity

Xerox Corporation Confidential Page 8 of 19

Expand Machine Software on the tree menu
Select “Manual Upgrade”.
Use the browse button to find the “installCustomServices.dlm and click “Install

£y admin - Logout | Home | Index | Site Map | Help...

XEROX WorkCentre 5632

EN rroveries |

Machine Software

Last Successful Upgrade

Version: 21.102.1.0

Auto Upgrade

Schedule Upgrade: Disabled
Refresh Start Time Daily- 12:00 AM
File Server IP Address: 0.0.0.0.0

Manual Upgrade

|| Browse... |

Install Software

Mote: Software Installation will begin several minutes after the software file has been submitted
to the machine. Once Installation has begun all Internet Services from this machine will be lost,
including this Web User Interface. The installation progress can be monitored from the Local UL

Restore Default Values
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2. Enable SSL.

EIP Enablement Instructions

a. Navigate to Properties on device WebUI.
b. Expand Connectivity

c. Expand Protocols

d. Select “HTTP”.

I.

2.

Intg_r__net Servicg_s

Create or upload digital certificate by selecting “Configure Digital
Certificate” link.

Click radio button to enable SSL transport. Port can be changed as desired
but all sample code in SDK assumes port 443 for SSL.

#4 admin - Logout | Home | Index | Site Map | Help...

XEROX WorkCentre 5632

= s

Properties HTTP
Configuration Overview
Description Configuration
FGeneral Setup
vConnectivity Connection: Physical Ethernet
*Physical Connections et Connection:
wProtocols ' Disabled Maximum 32
AppleTalk '@ Enabled Connections:
NetWare 1
TCR/IP EBU | Port Number Keep Alive Timeout:
sLP PR
SNMP Secure HTTP (SSL): |10 | seconds (1-60)
s50P i it i
Microsoft Networking ') Disabled
LPR/LFD @ Enabled
Raw TCP/IP Printing SRR
SMTF Server !4-‘13 ! Port Number
LDAP ToT——
POP3 Setu
-_Pmm T | pefaultan | [Undo ]| [Apply |
}Services
P Accounting Note
FSecurity

Secure HTTP enablement requires a Machine Digital Certificate.
Configure Machine Digital Certificate
HTTP traffic will be routed to the secure port when using HTTP with S5L.

These settings will be used for the following features:

Web UI Page Display

Configuration wia Web UI Page including Audit Log, IPSec, SNMP
Print Submit via the Web UL

Web Services

Network Accounting Databaze Access

Printing via Internet Printing Protocol

XEROX

Copyright @ 1997-2007 XEROX CORPORATION. All rights reserved.
KEROX @ is 2 registered trademark of Xerox Corporation.
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103 3. Enable Custom Services
104 a. Navigate to Properties on device WebUL.
105 b. Expand Services
106 c. Expand Custom Services
107 d. Select “Custom Services”
108 e. Select Enabled and click “Apply”.
p £y admin - Logout | Home | Index | Site Map | Help...
Internet Services XEROX WorkCentre 5632
: Status ' ]ubsl-l:i'l Print | Scan Support |
Properties
Configuration Overview Custom Services
Description
FGeneral Setup
F Connectivity
rServices Selup
¥ Printing Steps Status
FE-mail
: [ yEr)
»miﬁ.'mt =2 1. Enable SSL (Secure Socket | aver e Completed
}Fax
FNetwork S i
EScanto Walliias Epablemend
}Scan to Home (@) Enabled
FR int S d Job: :
I RerokSordises” | ) Disabled
»Custom Services
Validation Options
Optional Information
* Accounting [] Autornatically validate signed certificates from server
FSecurity
] Export password to user application
Aeply | Undo |
Maote:
The Login Credentials refer to the User Name and Password entered at the device local
userinterface
109
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110 2.3 Instructions for enabling EIP on WorkCentre Pro 245 Family

111 1. Load “installCustomServices.dlm” if not already installed. Check configuration report
112 under Installed Options for “Custom Services”, if present, dlm has been installed. The
113 DLM is located in the Presentation Services SDK. It also is available for download from
114 www.support.xerox.com under WorkCentre 245/255 “Drivers and Downloads”.

115 a. Navigate to Properties on the Device Web UL

116 b. Expand Services in the tree menu

117 c. Expand Machine Software on the tree menu

118 d. Select “Manual Upgrade”.

119 e. Use the browse button to find the “installCustomServices.dlm and click “Install

120 Software”.

Index | Contents | Help...

; XEROX WORKCENTRE PRO
Internet Services
_ . '::-;:". Properties
:
Description Machine Software
» General Setup
b Connectivity ‘Last Successful Upgrade
¥ Senaces Versian; 13.60.17.8
» Printing 4 waeeeen
» Fax Auto Upgrade
» Hetwork Scanning Schedule Upgrade:; Disabled
» Stayio Matihox Refresh Start Time Daily - 12:00 AN
» Scan to Home : )
+ Machine Soffware File Server IP Address: 0.0.000
Upgrades Manual Upgrade
Auto Uparade
» Internet Messaging kBrowse..J

b Xerox Services
+ Custom Services
Walidation Options
Custom Senvices
» Security

| Install Software

Mote: Software Installation will begin several minutes after the software file has been submitted
to the machine. Once Installation has begun all Internet Services from this machine will be lost,
including this Web User Interface. The installation progress can be monitored from the Local UL

Restore Default Values

191 XEROX
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122

123 2. Enable SSL.

124 a. Navigate to Properties on device WebUI.

125 b. Expand Security

126 c. Select “SSL”.

127 1. Create or upload digital certificate by selecting “Create New Certificate”.
128 2. Click check box to enable SSL transport. Port can be changed as desired
129 but all sample code in SDK assumes port 443 for SSL.

Internet Services XEROX WORKCENTRE PRO

Index | Contents | Help...

Description SSL

» General Setup
» Physical Connections Protocal =
« Protocols ; | Enabled
AppleTalk Port Number: |443
MNetWare

R Machine Digital Certificate

SLP Current Status: » A Self Signed Cerlificate is established on this machine.
SNMP

S8DP
Microsoft Metworking
LPRILFD Create New Certificate
Raw TCPAP Printing
SMTP Server
» LDAP
FOF3 Setup
HITE
Proxy Server
» Services
w Security
Authentication Server
802.1X
IP Filtering
Log

Apply | Unda |

IP Sec
Trusted Certificate Authorities

130 XEROX
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132 3. Enable Custom Services
133 a. Navigate to Properties on device WebUL.
134 b. Expand Services
135 c. Expand Custom Services
136 d. Select “Custom Services”
137 e. Select Enabled and click “Apply”.
Index | Contents | Help...
| :
Description Custom Services
» General Setup
» Connectivity
i Sen_n'cgs Steps Status
}» Printing @
» Eax 1. Enable SSL (Secure Socket Layer) Completed
» Network Scanning
» Scan to Home ) Enabled
» Machine Software N
b Internet Messaging ) Disabled
» Xerox Services
Validation Options - % : n
¢ e 1 H| Automatically validate signed certificates from server
i » Sunty i : [l Automatically apply Login Credentials to authenticate users to server
Apply | Undo |
MNote:
The Login Credentials refer to the User Name and Password entered at the device local user
interface
138
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2.4 Instructions for enabling EIP on WorkCentre 73xx, 72xx and
52xx Families

1. Check configuration report under System Settings for “Controller+PS ROM” Software
Version. EIP Requires Controller Software Version 1.221.201 or higher. Contact Xerox
Support if a software upgrade is required.

2. Enable SSL.

a. Navigate to the Properties tab on the device WebUI.

b. Expand Security

c. Select “Machine Digital Certificate Management” to create or upload a digital
certificate.

Internet Services Xerox WorkCentre 7345

S

[ Bervices

D Accounting

E} Fe cunity

@ Authentication Configuration
(3] User Deteils Setup | Create New Self Signed Certificate | | Upload Signed Certificate |

[} Remote Authentication Servers
[1] I Fittesing

] Audit Log

@ [lachine Digital Certificate Mana;

@ [Plec

@ Certificate Management

-] 35L¢ TLS Settings

- [W] EDE / 3PS Security Settinge

[} Tob Status Default

@ Swstem & dministrator Settings

@ Scheduled Image Overwrite

~

Machine Digital Certificate Management

Machine Digital Certificate

XEROX
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151 d. Select “SSL / TLS Settings”.
152 1. Click check box to enable HTTP — SSL / TLS communication.
153 2. Port number can be changed as desired but all sample code in SDK
154 assumes port 443 for SSL.
Internet Services
A = } — 1 L
o SSL / TLS Settings
B2 curity S
mAuthentication Configuration REIRE
"@USEY Details Setup HTTP - 85L / TLS Communication: Enahled
[F-_JRemote Authentication Servers —
@IP Filterin HTTP - 55L / TLS Communication Port Number: |_44:_3_| [l - 63535
--@Audit Log LDAP - 55L/ TLS Communication: []Enabled
..%:\:Sachme Diigital Cettificate Ifanag S/MIME Communication: Enahied
__@@ Verify Remote Server Certificate: [ Enahied
s/ Hings Apply | | Unda
~|W] EDF / XPS Security Settinge
[F-{Tob Status Default
@S stem A diministrator Settings
--Scheduledlma & Crvenwtite L4
v
< B
155
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156 3. Enable Custom Services.

157 a. Navigate to the Properties tab on the device WebUI.
158 b. Expand Services

159 Expand Custom Services

160 Select “Custom Services”

161 Select Enabled and click “Apply”.

o a0

Internet Services Xerox WorkCentre 7345

{ = X
Scan

Status Johs Prini

~

Custom Services
H xerow WorkCentre 7345
m Configuration Overview
m Description
-] Ceneral Setup &) Enabled
-] Connestivity
= EmServices
[ Prnting
=
[JFax
[ Metwork Scanning
{1 Machine Software
{1 Eerox Jervices
E} #£=Custom Jervices

-] ¥ idation Options

() 8

(] Aceounting
-] Becuity

O Disabled

XEROX

162
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163 4. Enable Scan Template Management.

164 a. Navigate to the Properties tab on the device WebUI.
165 b. Expand Services
166 c. Expand Network Scanning
167 d. Select “Scan Template Management”
168 e. Select Enabled.
Internet Services Xerox WorkCentre 7345
{ = X
Status Johs Print Scan
~ Scan Template Management
H xerow WorkCentre 7345
m Configuration Overview Setup
m Description Steps Status
(O General Setup 1. Enable 331 (Secure Socket Layer] @compteted
-] Connestivity —
5 &SeMces Template Management Sexvice
O Printing Status: Enabled
[ E-mail
[JFax
: FEdletwrork Scanning
@ General
@ File Repository Setup
@ Validation Servers -
B Fcan Template Management
@ Default Template
-] Advanced
: [[J3canto Home
169
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5. Enable FTP Client for Scan Template Management (if necessary).
a. Navigate to the Properties tab on the device WebUI.

Expand Connectivity

Select “Port Settings”

Click Check Box to enable SMB.

C.
d. Click Check Box to enable FTP Client.
e
f

Click Check Box to enable SOAP and click “Apply”.

Q- O

Internet Services

eweries ]

& ®erox WorkCentre 7345
@ Configuration Overview
@ Description

E}D General Setup
S-&Cnnﬂecﬁvity

g

ot Settings|

[ Physical Connections
. E{QProtocols

E}['_‘l Services

IHD Accounting

[FH{{0 Secutity

2@ 6|0 %

| ort Settin

XEROX

<) -l
© B

JE 3 -

Xerox WorkCentre 7345

Port

EthexTalk
NetWare

SNMP

SMB

LPD

Port 9100

Send E-mail
Receive E-mail
E-mail Notification Service
Internet Services
FTP Client

IFP

TUPnF Discovery
WehDAY
Bonjour

WSD

S0AP

Enahled / Disahled  Tramsport Protocol

[Enabled

[ Enabled ez rspx TCFAP
Enabled UDP [Cirx
Enabled TCRAP [ HetBEUT
Enabled

Enabled

[JEnabled

[JEnabled

[ Enahled

Enabled

[“]Enabled

Enabled

[JEnabled

[ Enahled

[CJEnabled

Enabled

Enabled

Xerox Corporation Confidential
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179  Appendices

180 2.5 Document History

181 Document Contributors

Prepared by: Ronald E. Dukes
Contributors:
Version 1.2
Date April 21, 20088
Status EIP SDK 2.1.2
182
183 Document Revision
Version Date Description Author
1.1 Oct 16, 2007 Original version reformatted. Instructions for R. Dukes
WorkCentre 73xx Family added.
1.2 April 15,2008 | Update to include 52xx and 72xx Families R. Dukes
184
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